
By Amy Dove

Imagine you have a case in which you have to collect, process and produce 
data from Lotus Notes®. You may think to yourself: “Lotus Notes — that’s 
e-mail, right? And my processing software or e-discovery vendor handles e-

mail so no problem, right?” Well, not necessarily. Lotus Notes is most commonly 
known as an e-mail and calendaring application often compared with Microsoft 
Exchange. However, Lotus Notes can be much more than just e-mail. The collec-
tion of Lotus-based data requires a carefully considered approach that can pres-
ent interesting e-discovery challenges.

Amersham Biosciences Corp. v. PerkinElmer, Inc., 2007 WL 329290 (D.N.J. Jan. 
31, 2007), demonstrates the problems that Lotus applications can present during 
e-discovery. In this case, the plaintiff inadvertently produced over 500 privileged 
e-mails that it thought had been deleted from a DVD that contained Lotus Notes 
data. The privileged e-mails had been segregated into subfolders, and these sub-
folders were deleted prior to submitting the DVD to a vendor for processing. Am-
ersham blamed the inadvertent production on how Lotus Notes stores data — in 
Lotus Notes, even when e-mails are moved into a separate folder and that folder 
is deleted, a copy remains in the larger database structure. When the plaintiff’s 
vendor converted the e-mails from the native format into single-page images, the 
privileged e-mails that were supposedly deleted were instead mistakenly pro-
duced to the defendant.

As the Amersham situation clearly illustrates, including a strategy for Lotus-
based applications in the planning phases of your discovery process will ulti-
mately save you time, money and aggravation.

What is Lotus Notes?
A simple description of the Lotus platform is that it is a database framework 

and Rapid Application Development (“RAD”) environment that organizations can 
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By Michael Savino

The popularity of SharePoint is 
undeniable. As the legal competi-
tive landscape intensifies, more 
and more firms are looking to 
SharePoint to improve client 
service and collaboration. Share-
Point allows law firms to store 
and locate critical information in 
convenient, flexible, sites, bring-
ing it together in a meaningful 
way and enabling attorneys to 
become educated on industry 
trends and client concerns via 
the use of wikis, blogs, RSS 
feeds and the like.

Below is an outline of the key 
benefits of SharePoint to law 
firms of all sizes, and how firms 
can take advantage of these fea-
tures.

Internal Collaboration
SharePoint is highly customiz-

able and offers flexible collabo-
ration tools. Whether work oc-
curs across borders or down the 
hall, SharePoint enables depart-
ments, practices, internal teams 
or individuals to connect and 
collaborate together without 
directly involving the firm’s IT 
experts. Users have the ability 
to make changes to an intranet 
site on their own, such as add-
ing documents, pulling together 
and publishing related informa-
tion to the site, or adding an  
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use to create complex communica-
tions-related applications with rela-
tive speed and ease. Out of the box, 
Lotus Notes and its companion Web 
server software, Lotus Domino®, in-
clude a variety of customizable pre-
built applications for, among other 
things, e-mail, calendaring, instant 
messaging, customer relationship 
management (“CRM”) and team col-
laboration. 

In addition to leveraging built-in 
applications, organizations can also 
use Lotus Notes/Domino to build 
custom solutions for just about any 
business workflow process. Notes 
is, at its core, a database, or series 
of databases. Lotus Notes databases 
are not relational in the traditional 
sense, and in fact may seem very 
loose and unstructured to some 
technical types. The user interface, 
the programming tools and the da-
tabase are very closely integrated. 
This flexibility is a large part of 
the reason many organizations are 
drawn to Lotus.

A key factor that differentiates 
Lotus Notes from its competitors is 
its integrated data replication capa-
bilities. This client/server approach 
means that a user can update an off- 
line version of a Lotus application for 
long periods of time — days, weeks 
and even months — without actually 
updating organizational databases. 
When the user eventually does re-
connect to the network, the applica-
tion pushes any outstanding data to 
the target database. Organizations 
can use this feature to improve net-
work efficiency, scheduling data rep-
lication for convenient times when 

bandwidth is readily available, and 
as a natural companion to a more 
mobile laptop enabled workforce.
Lotus Features  
That Challenge the  
e-Discovery Process

Interestingly, the Lotus features 
that are usually most appealing to 
organizations — customizability, 
replication functionality and secu-
rity — create the biggest challenges 
in e-discovery. 

A common use of Lotus Notes is for 
e-mail and calendar functions. If an 
organization uses the default e-mail 
template, without any customization, 
then Lotus-based data is relatively 
easy to process as increasingly more 
tools are configured for the default 
template. Many organizations that 
use the Lotus platform, however, do 
so specifically for its flexibility. Cus-
tomizing a Lotus application even 
a little bit — for example, adding a 
couple of fields to the default e-mail 
template — adds complexity to the 
collection process. However, a com-
plex workflow application would re-
quire a much deeper understanding 
of the underlying data and user in-
terface before any competent discov-
ery effort could take place.

The replication facilities of Lotus 
challenge e-discovery in a similar 
way. Because end users can use Lo-
tus applications offline for extended 
periods of time without updating 
the main database, pertinent data 
may inadvertently not get captured 
during the collection process. At 
some point, the end user will recon-
nect to the network and data from 
the user’s system will replicate to 
its intended destination, rendering 
the database inconsistent with pro-
duced documents. Litigation teams 
may not realize that data is missing 
until after production, if the missing 
data is identified at all.

Because Lotus Notes applications 
are comprised of multiple database 
files, some stored on servers and 
some on the user’s (client’s) machine, 
the security capabilities of Lotus 
Notes are duly encompassing. The 
security protocols must manage  
the ability of each user to view,  
update and delete data sets and  

continued on page 4
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Lotus
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By Ken Stasiak  
and Dave Kennedy

Someone is stealing electronic data 
from you — right now. A person 
your firm or company has trusted for 
years is doing things that are mak-
ing you suspect he or she is stealing. 
You don’t know how or with whom, 
but you know something is wrong. 
What do you do? Where do you turn? 
How do you find out for sure?

While this may not actually be 
happening to you right now, it may 
happen in the future. There is no 
way to actually avoid it, but there are 
ways to detect and catch the person 
before he gets anything else. 

The following three steps will 
help you to discover whether your 
suspicions are correct and gather 
enough evidence to have an open-
and-shut case.
Step One: Profile

When profiling the person you sus-
pect, it is important to look at all pos-
sible factors and keep some points in 
mind. Our experience has shown that 
when women steal, they tend to com-
mit petty theft or steal things in incre-
ments too small to even notice. On 
the other hand, men usually go for 
the grand prize; something so enor-
mous it is rather obvious. 

A person’s habits can also alert you 
that something strange is going on. 
For instance, lack of vacation time is 
traditionally a good sign because if 
the person is out of town, someone 
else has to handle his work and the 
person suspected of stealing won’t 
want others on his computer and in 
his files. 

Then you have to look at the trian-
gle of illegal opportunity. The three 
points of this triangle are:

Rationalization.1.	  When someone 
feels he isn’t getting what he de-

serves, he will make excuses to 
commit the crime. Example: the 
company owes it to him because 
he has been working late every 
night, or he should have access to 
all of the company’s files because 
he is an executive.
Pressure.2.	  There are many differ-
ent pressures that can lead some-
one to committing fraud. For ex-
ample, if someone had a relative 
that has large medical bills. An-
other example may be late mort-
gage payments.
Opportunity.3.	  This is the area a 
company can control. If the op-
portunity is there, for example if 
a check is left out, the person has 
administrative access to files, etc., 
he can easily commit an illegal 
act. 
If all three of these areas are pres-

ent, a person is very likely to com-
mit an illegal act. 

The Sarbanes-Oxley Act (“SOX”) 
was designed to help eliminate the 
opportunity point in the triangle. It 
sets up accounting and security con-
trols designed make it very difficult 
for a person to commit fraud (or oth-
er illegal activities for that matter). 
Step Two:  
Internal Investigation

After profiling the likelihood of the 
individual to commit an illegal activ-
ity, the next step is to conduct an in-
ternal investigation. The key to this 
step is to have as few people involved 
as possible. This will avoid including 
someone that may be involved in the 
illegal act or tipping off the actual 
person you are investigating. 

The next step is to conduct a fo-
rensic investigation. Contact your 
external and internal legal counsel; 
they will likely have an external 
data forensic investigator that they 
work with. If they do not, look to a 
company that does information se-
curity as well as data forensics. 

Forensics investigations entail mul-
tiple avenues, but touching base on 
some the activities are a bit-for-bit 
clone of the hard drives, restoration 
and reconstruction of partitions and 
files, and hashing. The cloning of the 
hard drives allows the forensics ex-
aminer to investigate the entire hard 
drive, and even reconstruct data that 
has been previously deleted off of 

the system. Examiners can some-
times even go back and pull years of 
deleted information off of the system 
to be used in the investigation. 

Investigators will also utilize dif-
ferent tools when performing the 
forensics analysis. There are many 
free tools on the Internet, including 
sysinternals, Helix, DD, Autopsy, as 
well as commercial products, such 
as Encase and NTK. 

Once settling in on an investiga-
tor, there are three types of forensic 
investigations that can be conducted 
(all which are legal and admissible 
in court): covert, live and dead. 
Covert Forensics

Covert forensics is conducted dur-
ing off hours when the person you 
suspect of illegal activity is not in the 
office. The investigator will acquire 
the suspected person’s hard drive, 
image each file and replace the hard 
drive without being detected or dam-
aging any of the files. During this 
operation, the investigator can also 
install devices in the computer that 
can be utilized during live forensics. 
These devices include keystroke log-
gers and backdoors into systems. 
Live Forensics

Live forensics is conducted in real 
time. Utilizing some of the devices 
installed during the covert investi-
gation, the investigators can moni-
tor all traffic and activities taking 
place on that computer. 
Dead Forensics

Dead forensics takes place once 
the hard drives are obtained. The in-
vestigator will analyze the informa-
tion and files on the drives and be 
able to detect any suspicious activ-
ity. This activity can range from e-
mail conversations to deleting files 
and banking transactions. 
Step Three: Interrogate

After obtaining enough informa-
tion to properly confirm suspicions, 
the next step is interrogation. It is 
very important that you have all the 
information you need so that your 
case is foolproof. 

During interrogation efforts, the 
accused will typically go through five 
stages (identical to that of grief). 

Denial.1.	  When you first approach 
this person, his first action will be 
to deny everything. 

To Catch an  
e-Criminal

continued on page 6
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application functionality at a very 
granular level. A litigation team col-
lecting data from a Lotus Notes en-
vironment must understand the secu-
rity configuration, and have sufficient 
rights to get a complete data capture.
Three Critical Steps for 
Planning a Lotus Notes  
Discovery Effort

Lotus Notes/Domino’s unique ar-
chitectures present challenges that 
must be accounted for in a detailed 
collection plan. The implementa-
tion of each Lotus Notes application 
must be assessed to understand the 
data structure, the user’s replication 
process and all security protocols. 
Processing Lotus-based data can be 
more difficult than it needs to be 
only when an organization does not 
adequately plan ahead. By following 
these three steps to devise a com-
prehensive collection strategy, you 
can avoid unnecessary surprises:

Focus on the goal.1.	  Before an or-
ganization begins processing data 
for e-discovery, it must have a clear 
understanding of how the data is 
used by the custodian within Lo-
tus Notes, what is required to be 
produced, and in what format the 
data will be turned over to the oth-
er side. For instance, do you just 
need to produce relevant e-mail in 
TIFF image format, or do you need 
to figure out a way to produce the 
contents of a CRM or workflow sys-
tem? Understanding the outcome 
of e-discovery processes helps an 
organization choose appropriate 
tools and devise comprehensive 
collection methods.
Do not assume anything about 2.	
the Lotus implementation. Meet 
with the System Administrator 
and ask questions until there is a 
comprehensive understanding of 
how the organization utilizes the 
Lotus platform. For example: Are 
applications used out of the box 
or are they customized? How of-
ten does data replicate between 
clients and servers? What security 
settings are in place? 
Test, test, test.3.	  Once goals, tools 
and collection methods are de-

fined, do not just jump in and at-
tempt to process all of the data 
at once. Instead, process a small 
sampling of data and analyze the 
results. Then fine-tune the collec-
tion procedures before processing 
the entire data collection. 

An Automated Approach to 
Processing Lotus-Based Data

As e-discovery becomes funda-
mental to litigation, companies are 
developing tools and solutions spe-
cifically to handle Lotus-based data. 
Unfortunately, many of these tools 
are rather young and require non-
trivial technical skills. Generally, 
these tools handle Lotus-based data 
in one of three ways:

Extract e-mail using default Lotus 1.	
Notes templates. Many processing 
software applications now include 
direct support of NSF files. Typical-
ly, this means they extract the data 
they expect to be in the database 
based on the default e-mail tem-
plate. If an organization has modi-
fied the fields or structure of its e-
mail function, data will be missed 
in this process. If the default e-mail 
template is in use, then this is the 
simplest way to process Lotus-
based data. Litigation teams that 
choose this approach should be 
very careful, however, to completely 
understand the organization’s Lotus 
implementation so that critical data 
is not inadvertently overlooked. Re-
member that extracting data using 
the default templates will only cap-
ture data that is from the default e-
mail template; data that is captured 
in addition to the template will not 
be collected, even if it is relevant to 
the discovery at hand.
Convert Lotus Notes files (“NSF”) 2.	
to the more common Microsoft 
PST file format. This has histori-
cally been a common method, but 
it is increasingly being replaced by 
many processing software’s abil-
ity to handle NSF files directly. A 
major downside is that converting 
files can be time consuming as you 
add in an additional conversion 
step. As with extracting data using 
default Lotus Notes templates, this 
approach can fail to uncover cus-
tom data that is not supported by 
the NSF-to-PST conversion tool. 

Extract all data stored in the 3.	
Lotus Notes database. The safest 
way to process Lotus-based data 
is to extract every data item stored 
in the target database. Organiza-
tions that build fully customized 
Lotus applications have no choice 
but to use this approach, because 
using default e-mail templates 
and standard NSF-to-PST conver-
sion tools will not identify data 
that is critical to the discovery 
request. Organizations that use 
modified versions of built-in Lotus 
applications may also choose this 
approach to ensure that custom 
data is adequately captured. This 
is a complex process requiring in-
depth knowledge about the Lotus 
Notes implementation and the 
discovery responsibilities of the 
organization. You must review all 
system documentation — includ-
ing form designs, data dictionar-
ies and security settings — to en-
sure that custom data is captured 
during collection. A Lotus Notes 
system administrator with com-
plete knowledge about the imple-
mentation must be a key resource 
to any discovery team. You must 
also have resources with strong 
complex data analysis ability that 
can take the extracted data and 
format it for production. This gen-
erally requires specialized discov-
ery data analysis expertise.

Conclusion
Ultimately, every organization 

should analyze its own specific 
implementation of the Lotus plat-
form to determine how to process 
Lotus-based data during e-discov-
ery. For organizations that use Lo-
tus software out of the box, relying 
on default templates to drive col-
lection processes may suffice. For 
the majority of organizations that 
customize Lotus Notes applications, 
however, a more comprehensive ap-
proach is required. It is critical to 
develop a comprehensive plan that 
evaluates and marries the require-
ments of a discovery effort with the 
data contained within Lotus early 
in the process to avoid unexpected 
time and cost delays as production 
deadlines rapidly approach.

Lotus
continued from page 2
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attorney’s blog information as a feed 
to the site.

Simply by accessing a Web browser, 
teams can work together, collaborate 
and publish documents online, main-
tain task lists and implement work-
flows. Teams can also create group 
workspaces, coordinate calendars, 
organize documents and receive no-
tifications and updates through alerts 
set up on the system. All of these col-
laboration tools allow law firms to 
operate more efficiently.

SharePoint provides an easy and 
quick search tool that allows firms 
to access information across many 
sites — and even to other data out-
side SharePoint. The search is ex-
tremely comprehensive, ranging 
from locating attorneys and staff 
by name to presenting documents 
containing keywords. It can also 
locate content in business applica-
tions and has features such as du-
plicate collapsing, spell correction 
and alerts to improve the relevance 
of results and help users find what 
they need. 
Intranet Portals

Portals, or Web sites, are also a 
useful tool that can be created with-
out involving the firm’s IT group. 
SharePoint’s open, scalable architec-
ture enables the creation of custom-
ized portals, whereby team mem-
bers can create department sites, 
document libraries, meetings sites, 
survey sites and discussion boards 
for use within their firm’s intranet. 
Portals also offer many application 
templates to law firms that address 
specific business processes, such 
as billing, whereby reports for cli-
ents and their matters can be pulled 
from the financial systems.

Via the portal, wikis can be cre-
ated and used to brainstorm team 

ideas, collaborate on design, build 
encyclopedias or store administra-
tive information. Also, firms can 
use blogs to share ideas, ask ques-
tions and give project updates on 
the portal. Generally, internal wi-
kis and blogs can be used to share 
institutional knowledge with other 
members of the firm, eliminating 
the need to find the “right person” 
to obtain information. 

Portals can personalize a law 
firm’s operations by allowing at-
torneys to create individual MySites 
that share information such as skills, 
roles, colleagues, managers, groups, 
distribution lists and documents in 
progress. They can also create a “re-
sources” box with practice-specific 
resources. As a convenience, each 
MySite has a security measure that 
can be fully customized to control 
access across the firm. 

Establishing these features — por-
tals, blogs, wikis and MySites — is 
quite easy. Firms need to first learn 
how to construct sites in SharePoint. 
Working initially with the IT experts:

Site templates should be created •	
that facilitate site creation, ensur-
ing a consistent look and feel 
along with content objectives; 
and
Users should be granted the ap-•	
propriate level of rights rang-
ing from creating sites down to 
merely reading content. 

A site administrator, typically a 
practice’s paralegal, can create a site 
using the template and answering a 
few questions. SharePoint then au-
tomatically builds the site that be-
comes available immediately. 

With the site built, the actual pag-
es will need some customization for 
the content to present, so the site 
creator will manage the “Web Parts” 
on the pages. A Web Part is a spe-
cialized SharePoint tool placed onto 
a site page that does a specific func-
tion. There are many Web Parts avail-
able out of the box: announcements, 
Web links, document library, cus-
tomizable lists, tasks, wikis, blogs, 
etc. Literally within minutes, the site 
page can be customized to contain 
all kinds of Web Parts, ranging from 
simple lists to complex Key Perfor-

mance Indicators that extract real-
time data from other sources. With 
a little effort and time, a site can 
be customized to the needs of the 
team. For example, if events need to 
be tracked, a calendar Web Part can 
be easily placed on a site page. 

After the Web Parts and pages are 
customized, content can be loaded 
into the various sections. Docu-
ments can be uploaded into the 
document libraries, and lists can be 
populated easily by importing data 
from a spreadsheet. 
Enhanced Client  
Collaboration
Extranet Sites

Law firm clients can benefit from 
SharePoint via the use of extranet 
sites, which enable firms to provide 
better client service, a faster recall 
of information and increased ease 
of communication and collaboration 
with clients. Like the intranet site 
capabilities, the extranet is highly 
customizable, and both clients and 
internal team members can make 
most changes to the extranet site on 
their own, without involving the IT 
experts.

SharePoint makes the process of 
collecting sensitive data from clients 
and suppliers relatively effortless. 
The data can be integrated directly 
into the system from the firm’s bill-
ing software, which helps avoid re-
dundancy and errors that normally 
result from the manual entry of the 
information. The customized extra-
net site also can include matter doc-
uments and agreements that both 
the firm and clients can access si-
multaneously, speeding up the pro-
cess of review and approval time, 
and helping teams gain a holistic 
view of a particular client matter.

The extranet is a tremendous 
benefit for clients because it allows 
them to directly share information 
and ideas though a Web browser, 
creating a more personal experi-
ence and tighter client connectivity. 

The process for setting up an extra-
net site is very similar to what is done 
to create any site. However, special 
considerations must be given to secu-
rity and what data to publish:

SharePoint
continued from page 1
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Policies and procedures become •	
very important because technology 
alone cannot guarantee success. 
For a client-facing system, a secure •	
connection using SSL through a 
Web browser is strongly recom-
mended. The firm’s IT experts 
will need to set up SharePoint for 
secure access.
The firm’s IT experts or outside •	
consultants may have to do some 
specialized development that goes 
beyond what can be done with 
the out-of-the-box capabilities of 
SharePoint.

Dashboards
The term “dashboard” is not new, 

but SharePoint enables users to 
create and use dashboarding tech-
niques in very innovative ways. 
Dashboards generally describe how 
a firm can display various related 
information on a single page, mak-
ing it easy to see the big picture. 
SharePoint provides a way to create 
dashboards on whatever firms want 
by utilizing advanced Web Parts 
coupled with Web Part connections, 
which all allow for passing data be-
tween Web Parts. 

Dashboards have many applica-
tions, such as helping with client mat-
ter coordination, project management 
or employee tracking. Firms can inte-
grate back-end data, such as contact 
lists and client-billing information, in 
one place to get a full picture of what 
work is being done.

Setting up a dashboard in Share-
Point is very easy by simply manag-
ing Web Parts on a site page as previ-
ously discussed. However, knowledge 
of the more advanced features is nec-
essary in order to manipulate data 
through Web Part connections. 

The goal in a dashboard is to 
gather and present data in a summa-
rized fashion. Often times, additional 
Web Parts beyond what is provided 
in SharePoint are needed to access 
data from financial and document 
management systems. Many software 
vendors already have SharePoint Web 
Parts for their software, and so it be-
comes a matter of integrating these 
Web Parts into the firm’s SharePoint 
environment. The IT experts can then 
get them up and running. 

Conclusion
With SharePoint’s powerful col-

laboration tools’ ability to customize 
and easy integration with popular 
applications such as Microsoft Of-

fice, it is becoming more and more 
popular with all types of law firms 
— both large and small. 

Many firms are already beginning 
to see direct benefits of SharePoint. 
For example, one Philadelphia law 
firm has improved its accounts re-
ceivables by making the informa-
tion about clients who are 30 days 
overdue on their bills available to 
all attorneys via SharePoint. Clients 
that are 30 days overdue are promi-
nently listed and brought to attor-
neys’ attention immediately. The re-
sults have been to reduce the time 
to collect overdue bills. The firm tied 
its accounting system to SharePoint 
through third-party Web Parts and 
made SharePoint the initial Web site 
for attorneys when opening their 
Internet browser. 

Additionally, more firms are choos-
ing to use IT consultants and managed 
IT services providers to help them 
jumpstart SharePoint implementa-
tions and be able to deliver more 
complex intranet/extranet functions 
in less time. This enables them to de-
liver even higher quality service to 
clients, while continuing to focus on 
their key competencies. Sounds like 
a win-win for everyone.

SharePoint
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Anger.2.	  As you continue to inter-
rogate the person, he most likely 
will become angry, yelling things 
like he can’t believe that you 
would suspect him of this be-
cause of all he does for the com-
pany. This is typically the lon-
gest and hardest stage because 
it is the individual’s last effort to 
keep himself out of trouble.
Bargaining.3.	  The suspect will 
then begin bargaining with 
you, offering to pay the money 
back or expose another person 
involved. 
Depression.4.	  The person will 
begin crying and doing other 
things as he goes through this 
stage to make you feel sorry for 
him. 

Acceptance.5.	  Finally, he will 
accept the fact that he has no-
where to go and that your case 
is foolproof. 

Case Study
We once worked with an orga-

nization that suspected its CFO of 
embezzlement, as well as other 
potentially fraudulent activities, in-
cluding insider trading. 

Our company was contacted by 
the organization’s legal department 
to perform covert forensics analysis 
of the CFO’s computer system. Our 
team went on site in the middle of the 
night, cloned the CFO’s entire system, 
and left without being detected. 

Upon returning to our office, we 
began performing our analysis of 
the cloned system. We identified 
and reconstructed deleted records 
of wire transfer information that 
totaled more than $2 million. The 
transfers were from the organiza-

tion’s bank account to the CFO’s 
personal offshore bank account. 

We also discovered deleted e-
mails where the CFO identified 
that he was upset with upper man-
agement and felt that the money 
belonged to him. Upon comple-
tion of our investigation, the orga-
nization contacted the FBI and be-
gan its interrogation efforts, during 
which he admitted to his wrongdo-
ings. The CFO was convicted and 
is currently serving an 11-year jail 
sentence. 

e-Criminal
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By Brett Burney

Who can dispute that the Portable 
Document Format has become the 
lingua franca of legal documents 
today? PDF is the standard for elec-
tronic filing, scanned documents, 
digital signatures, form distribution, 
and much more.

Even though Adobe has freely li-
censed the PDF standard, the com-
pany still maintains a sturdy foothold 
in the PDF world with their time-test-
ed Acrobat suite of products (www.
adobe.com/acrobat). Adobe has now 
released version 9 of its flagship 
application, and while there isn’t 
much that is brand new, there are 
some noteworthy improvements for 
the legal community.

Adobe thrilled the legal world 
when Acrobat 8 was released in late 
2006. That version offered built-in 
tools for redaction and Bates stamp-
ing — features that prior to Acro-
bat 8 required the use of multiple 
software plug-ins. Both of these fea-
tures have matured in Acrobat 9.

When I first launched Acrobat 9, 
it didn’t look all that different from 
Acrobat 8 — I actually had to dou-
ble-check to make sure I was using 
the new version. Adobe has been 
known to add unnecessary sparkle 
to new versions of Acrobat in the 
past that frustrated users that had 
to adjust to a shuffle of buttons and 
menus. Fortunately, this is not the 
case with Acrobat 9.

I noticed that Acrobat launched a lit-
tle quicker. It appears that Adobe has 
improved the overall performance of 

Acrobat with version 9, although this 
will most certainly depend upon the 
horsepower of the computer you’re 
using (Adobe recommends 512MB of 
RAM, but I would at least double that 
for good measure).
Adobe Courts Lawyers

So let’s get to the features that only 
a lawyer could love. There are just 
a few minor, but essential, improve-
ments in the “Bates Numbering” tool 
(found under the Advanced > Docu-
ment Processing menu). Instead of 
just selecting individual files to be 
stamped, you can now point Acrobat 
to a whole folder. Once you select the 
folder or files for stamping, you can 
click “Output Options” to have Ac-
robat rename the files with their as-
signed Bates numbers, as well as copy 
the files to a different folder (which 
leaves your original files intact).

The Bates Numbering dialog box 
is very intuitive and provides plenty 
of options for customizing the look 
of your stamp(s). You can also add 
additional information to the header 
and/or footer of each PDF.

Acrobat 9 offers a handful of new 
options for redacting PDF files. For 
example, you can now tell Acrobat to 
redact an entire page or page range. 
When the redaction tool was intro-
duced in version 8, you could search 
for words or phrases to redact. You 
can still do this piecemeal in Acrobat 
9, but you now have the option of im-
porting a list of words or phrases to 
save on typing time. 

Version 9 also lets you comprehen-
sively redact specific “patterns” of 
alphanumeric text-strings such as e-
mail addresses, Social Security num-
bers, dates and phone numbers. This 
is very helpful for redacting a batch 
of personal medical records or the 
like. 

All redactions are customizable 
— you can select the color of your 
redaction boxes and specify the font 
and color of any overlay text.
Which Document Is Not  
Like the Other?

Comparing two documents can 
be a frustrating task, but Acrobat 9 
can make the chore a little easier, 
as long as both documents are con-
verted to PDF first. Once you select 
both documents to be compared, 
Acrobat 9 spits out a quick report 

on the differences, and then lets you 
scan through the two documents 
where each change is highlighted 
according to a color code. Acrobat 9 
can now even compare two photos 
side-by-side and pinpoint the differ-
ences between the two images. 

I found the document compare 
feature to be useful, but honestly I 
prefer to use the improved built-in 
compare tools found in Microsoft 
Word 2007, mainly because most 
documents I’m comparing are drafts 
composed in Word before I export 
them as PDF files.
Making PDFs

Speaking of Microsoft Word, 
Adobe has notably improved the 
PDFMaker tool for Microsoft Office 
— that’s the little PDF toolbar that 
appears in Office applications that 
allows you to convert a document 
to PDF with one click (you can al-
ways “print” to PDF if you don’t in-
stall the PDFMaker toolbar).

The Microsoft Word PDFMaker now 
allows you to create a PDF file from 
just the text that you have selected 
within a Word document, as opposed 
to converting the entire file. In Micro-
soft Excel, you can choose to convert 
only a selection of text or cells, or in-
dividual worksheets to PDF, instead 
of the entire spreadsheet.

On a related note, Acrobat 9 also 
includes a menu option that will al-
low you to create a PDF file from 
the contents of your clipboard. 

And lastly, a new “Select” button 
installed in the Internet Explorer 
Web browser lets you select specific 
pieces of a Web page to convert to 
PDF. This means you don’t have to 
always PDF an entire Web page with 
all the advertisements and extrane-
ous information — you can use the 
“Select” button to choose only the 
text or specific images you want.
Won’t You Collaborate  
With Me?

In my opinion, one of the most 
exciting improvements found in Ac-
robat 9 is the ability to collaborate 
on documents, mostly handled by 
the tight integration with the new, 
free service located at Acrobat.com. 

While Acrobat 8 gave users the 
ability to collaborate, I found it to 

Product Review 

Acrobat 9.0 Looks 
Quite the Same, But 
Feels Very Different
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be clunky. But with Acrobat 9’s di-
rect tie-in with Acrobat.com, sharing 
your document, and even your com-
puter screen, with someone over the 
Internet is literally a click away.

I know the idea of sharing your 
screen may be uncomfortable to 
many, but the Acrobat.com service 
has proven to be secure and reliable. 
You’re not going to be collaborating 
all the time, but when you’re work-
ing on a document with co-counsel 
located in another state, for example, 
you could simply click “Send & Col-
laborate Live” to invite them to view 
and work on the PDF you have up 
on your screen (your recipient must 
have a full version of Acrobat 9 or 
the free Adobe Reader 9). This is 
much more efficient than burdening 
an e-mail message with a hefty at-
tachment and waiting on a reply.

The “Share My Screen” function 
is self-explanatory and also works 
through the Acrobat.com service — 
even going so far as to provide a 
customizable URL for your online 
collaboration sessions. Everything 
in Acrobat.com is built on top of 
Flash technology (now owned by 
Adobe) which is so pervasive across 
the Web today that everyone already 
has the necessary tools to use the 
service (no need to download any 
new software).

If you can’t work out a time to 
collaborate over the Internet, the 
free Acrobat.com service offers 5 
GB of online storage where you can 
upload and share your documents 
with others. 

Flash and Pizzazz 
The flashiest improvements in-

cluded in Acrobat 9 probably won’t 
immediately appeal to the legal 
world, but they can add a profes-
sional level of flair to PDFs for those 
that care to learn the simple tricks.

Acrobat 9 now fully embeds Flash 
technology within the application, 
meaning that video and interactive 
elements can run natively within a 
PDF file. This may not mean much 
until you realize that you can now 
embed videos into a PDF file without 
having to worry about your recipient 
having to download a codec or other 
software for viewing the video. 

The built-in Flash functionality 
also powers the new Portfolio fea-
tures that replace the now-historical 
“PDF Package.”

Think of Acrobat’s Portfolio as a 
snazzy way to create a digital “bind-
er” of PDF files, documents, pictures 
and now video. Let’s say you need to 
send several files (Word documents, 
pictures, diagrams, etc.) to a client 
for their review. You can bundle all 
those files into a PDF Portfolio that 
you can brand with your logo and 
customize as you see fit.

PDF Portfolios have a built-in set 
of navigational features so the re-
cipient can jump to a particular file 
and then “back” to the “home page” 
as necessary. You can include a wel-
come screen for the Portfolio with 
any necessary instructions or dis-
claimers branded with your firm’s 
logo. The possibilities are limited 
only by your imagination and the 
comfort level you achieve when 
working with PDF Portfolios (which 
doesn’t require much).

If you’re not interested in the ad-
ditional functionality of PDF Port-

folios, Acrobat 9 can obviously still 
simply “merge” multiple files into a 
single PDF for easier transport.

While Acrobat 9 hardly boasts 
any brand new capabilities, the im-
provements on the features from 
Acrobat 8 are worth the price of an 
upgrade. Acrobat 9 is more efficient 
and mature, especially on features 
like Bates stamping, redaction, and 
collaboration. 
What to Buy?

You already know that the Adobe 
Reader (www.adobe.com/reader) is 
a free download. Anyone on any 
operating system can install Adobe 
Reader that will let them view PDF 
files and do some very limited inter-
activity with specific types of PDFs.

Next up the chain is Acrobat 9 
Standard (upgrade $99, full $299) 
that adds basic functionality for 
creating and modifying PDF files. 
However, it’s not until Acrobat 9 Pro 
(upgrade $159, full $449) that you 
get the legal-specific tools such as 
redaction and Bates Numbering. I 
would recommend that most law-
yers go for the Pro version.

If you really want to explore the 
possibilities of PDF Portfolios and 
the embedding of Flash videos into 
PDF files, then you should invest in 
Acrobat 9 Pro Extended (upgrade 
$229, full $699; also includes a slick 
add-on to Microsoft PowerPoint 
called Adobe Presenter). Not every-
one in your office would need Pro 
Extended, but a single copy would 
probably suffice for the one person 
that would be responsible for creat-
ing your firm’s PDF Portfolios.
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Conclusion
Of course, most instances of  

employee theft are not as grandiose 
as this example, but the bottom line 
is that members of law firms and in-
house legal departments have access 
to all kinds of essential electronic 
data. Having a pre-planned mecha-

nism to protect this data is critical in 
the event that you suspect that it is 
being handled inappropriately. Sim-
ply firing an employee suspected of 
wrongdoing is not appropriate on a 
variety of levels, most significantly 
you will likely not recover your data 
or your funds and the opportunity 
to do so may be lost forever. For this 
reason, it is essential to prepare a 
tactical response plan in advance to 

address potential problems — in-
stead of trying to play catch-up after 
the fact.
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